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ABSTRACT 

The threat of terrorism has become the principal security concern in the United States 

since September 11, 2001. One method of addressing this threat has been the enactment and 

modification of laws and rules, such as the USA PATRIOT Act, Border Security and Visa Entry 

Reform Act, and federal fraud statutes. All of these legal vehicles deal with crimes that have 

been traditionally referred to as white-collar crimes (WCCs), including money laundering, 

identity theft, credit card fraud, insurance fraud, immigration fraud, illegal use of intellectual 

property, and tax evasion. Reasons behind this approach to counter-terrorism include the belief 

that terrorist activities require funding, not only for weaponry, but also for training, travel, and 

living expenses. In addition, the need for anonymity during the planning stages of terrorist 

activities requires various acts of deception, such as the creation and use of false identifications.  

The purpose of this report is to identify and describe the relationship between WCC and 

terrorism in a way that is useful to law enforcement and prosecutors for recognizing and 

deterring terrorist activities in the U.S. The intended audience is state and local law enforcement 

and prosecutors because criminal activity is often first identified at state and local levels, yet 

investigative, enforcement, and prosecuting personnel at these levels of government often have 

limited access to resources, including training, intelligence, and other information. Although 

many terrorism-related cases are investigated and prosecuted at the federal level, it is crucial for 

state and local personnel to develop knowledge and skills that are needed to identify suspected 

terrorism-related activities and develop a working knowledge of laws and procedures that is 

needed to identify and secure evidence that is admissible, relevant, and compelling in a criminal 

case, regardless of jurisdictional venue.   
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The central focus of the report is a detailed study of cases investigated and prosecuted in 

Colorado that involve members of a terrorist group known as Jamaat Ul Fuqra. (Fuqra). A 

substantial component of these cases is a worker’s compensation scheme that involved not only 

fraudulent insurance claims but also identification fraud, money laundering, and tax evasion. 

Information on these cases was gathered through interviews and document analysis and is 

presented in subject modules that identify challenges and successes of the Fuqra cases, as well as 

recommendations for investigation techniques and agency practices.  
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Identifying the Links between White-collar Crime and Terrorism 

for the Enhancement of Local and State Law Enforcement Investigation and Prosecution 

 

EXECUTIVE SUMMARY 

The threat of terrorism has become the principal security concern in the United States 

since September 11, 2001 (9/11). One method of addressing this threat has been the enactment 

and modification of laws and rules, such as the USA PATRIOT Act, Border Security and Visa 

Entry Reform Act, and federal fraud statutes. All of these legal vehicles deal with crimes that 

have been traditionally referred to as white-collar crimes (WCCs), or crimes that are non-violent 

in nature and usually involve some form of deception, or fraud, to achieve financial gain.1 These 

crimes include, but are not limited to, credit card fraud, insurance fraud, identity theft, money 

laundering, immigration fraud, and tax evasion. Reasons behind this approach to counter-

terrorism include the belief that terrorist activities require funding, not only for weaponry, but 

also for training, travel, and living expenses. In addition, the need for anonymity during the 

planning stages of terrorist activities requires various acts of deception, such as the creation and 

use of false identifications2 (to enter the country, gain employment, acquire equipment, and 

accumulate money) and money laundering3 (to hide the source, destination, use, and amount of 

money acquired).  

The purpose of this report is to identify and describe the relationship between WCC and 

terrorism in a way that is useful to law enforcement and prosecutors for recognizing and 

deterring terrorist activities in the United States. The intended audience is state- and local-level 

law enforcement and prosecutors because criminal activity is often first identified at state and 

local levels, yet investigative, enforcement, and prosecuting personnel at these levels of 
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government often have limited access to resources, including training, intelligence, and other 

information. Although many cases involving terrorist activities are investigated and prosecuted 

at the federal level, it is crucial for state and local personnel to have a solid understanding of the 

elements of terrorist-related cases. It is important for them to develop knowledge and skills 

(including intuitive awareness) that are often needed to initially identify suspected terrorism-

related activities. It is also useful for them to develop a working knowledge of state and federal 

laws and procedures so they are better prepared to identify and secure evidence that is 

admissible, relevant, and compelling in a criminal case, regardless of jurisdictional venue. With 

an understanding of federal as well as state laws and procedures, state and local personnel are in 

a better position to make choices about the best venue for prosecution and are better prepared to 

proceed with a case at the federal level if it is more fruitful to do so. If state prosecution is the 

most viable option, knowledge of federal cases and laws are often useful sources of information, 

in part because of the larger volume of cases that exists.  

This report, therefore, includes data and information from both federal and state cases. It 

also includes information from government reports, articles, books, and other documents that 

explore the relationship between WCC and terrorism. An analysis of 100 federal criminal cases 

brought since September 11, 2001, provides descriptive information on recent terrorism-related 

cases, including allegations brought in nineteen states, as well as charges and penalties for each 

case. Included in this sample of federal cases are most of the 93 complaints and indictments 

publicly identified by U.S. Attorney General John Ashcroft on November 27, 2001. All of the 

cases include charges of WCCs, which are classified in the analysis in six major categories: 

identification document fraud, financial fraud, credit card fraud, immigration fraud, mail and 

wire fraud, and tax fraud. Identification fraud is by far the most widely charged violation in 
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these cases, with 54 percent of defendants charged with violations such as forgery of a passport, 

social security fraud, or fraud in connection with a driver’s license.    

A state-level perspective is provided through an analysis of criminal cases brought in 

Colorado against members of a known terrorist group, Jamaat Ul Fuqra. (Fuqra). Investigation 

in these cases began at the state level in the 1990s, when local police in Colorado found 

evidence of criminal activity by members of Fuqra, including documentation of a worker’s 

compensation scheme involving fraudulent insurance claims, identification fraud, money 

laundering, and tax evasion. To gain a better understanding of the complex nature of terrorism-

related cases that involve WCC, NW3C examined the Colorado Fuqra cases in depth through 

interviews of key participants and analysis of case documents. Interviews were conducted with 

investigators from Colorado’s Office of the Attorney General and Department of Labor and 

Employment to identify policies and practices used in the Fuqra cases. Interviews with 

prosecutors were also conducted. The goal of these interviews was to identify elements of the 

cases that resulted in successful prosecution, including evidence gathered and legal procedures 

used. Documents reviewed included law enforcement reports, testimony, court depositions, 

interview transcripts, investigative notes, press releases, media bulletins, and graphical reports. 

Information gathered from these interviews and documents is presented in this report 

through a series of modules that identify details of the cases and lessons learned by Colorado 

law enforcement and prosecutors. The first module outlines the organizational structure and 

activities of terrorist groups in general and Fuqra specifically. The second module details the 

investigation of properties in the Fuqra cases, including a vehicle search, searches of a storage 

locker, and a search of a training compound in Colorado. Module Three describes the steps that 

investigators took to verify suspected worker’s compensation violations committed by four 
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Fuqra members, and Module Four illustrates the flow of cash from the worker’s compensation 

fraud to the purchase of property for terrorist training. Module Five identifies some of the legal 

strategies, including use of state statutes and rules, to prosecute the Fuqra cases, and the final 

module outlines lessons learned and recommendations in five issue areas, as described by key 

participants in the Fuqra cases. Together these modules provide a detailed view of complex 

terrorism cases along with personal insights concerning successes and failures, which may be 

applicable to the investigation and prosecution of terrorist-related cases in the future.  

The finding in the Colorado case study that WCCs play a crucial role in the daily 

operations and overall effectiveness of terrorist organizations is supported by studies, articles, 

and books about terrorist activities4 as well as federal case documents. For example, terrorist 

suspects Ahmad Ajaj and Ramzi Yousef collected materials such as photographs, identification 

cards, bank records, and education records to create the false identities, which they later used to 

travel to the United States.5 Other WCCs, such as identity theft, insurance fraud, and credit card 

fraud,6 have been used to fund terrorist activities. Accordingly, a principle strategy used by the 

Federal Bureau of Investigation (FBI) to investigate terrorist organizations is “identifying and 

tracing funds used to finance and fund these organizations.”7  

One method of funding terrorism identified in federal court cases8 is raising funds 

through fraudulent charitable organizations claiming to support a particular cause such as 

disaster relief or food services. Two possible reasons for this association are that “charities face 

far less scrutiny from the IRS than other for- profit corporations and individuals,” and that 

charities can often secure “financial assistance from government sponsored grant programs such 

as the U.S. Agency for International Development.”9 With charitable organizations in the U.S. 

raising an estimated $133 billion per year, controls on charitable fund raising and distribution 
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have become an issue in efforts to control terrorism.10  In 2004, a federal indictment charged 

that the group Holy Land Foundation for Relief and Development (HLFRD) provided more 

than $12 million to the terrorist group Hamas.11 In addition, HLFRD reportedly received 

supplemental aid from USAID.12 HLFRD’s  U.S. donations were estimated at $13 million in 

2000, $6.3 million in 1999, and $5.8 million in 1998.13 According to the indictment against 

HLFRD, the group raised more than $57 million since 1992 but only reported $36.2 million to 

the IRS.14

Shell companies have also been used by terrorist groups to receive and distribute 

money.15 These companies provide a legitimate appearance and may engage in legitimate 

activities to establish a positive reputation in the business community.16 To launder or distribute 

funds, a shell company may produce bills for non-existent products that are “paid” by another 

party with profits from illegal activities, such as insurance fraud or identity theft. If a shell 

company generates revenues, funds can be distributed by altering financial statements to hide 

profits and then depositing the profits in accounts that are used directly or indirectly to support 

terrorist activities. In 2001, a U.S. telecommunications company was indicted on charges of 

aiding members of al Qaeda in preparation for the 9/11 terrorist attacks by handling more than 

$500,000 in transfers monthly.17  

Another source of terrorist funding, which is discussed less often in the literature, is 

intellectual property (IP) crime.18 The illegal sale of counterfeited goods and illegal use of IP to 

commit other crimes, such as stock manipulation,19 have been used to support terrorist 

activities.20 In an article titled “The Links between Intellectual Property Crime and Terrorist 

Financing,” global trade in counterfeited goods is estimated at nearly $450 billion, or 5 to 7 

 
This document is a research report submitted to the U.S. Department of Justice. This report has not 
been published by the Department. Opinions or points of view expressed are those of the author(s) 

and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



White-collar Crime and Terrorism       6 

percent of all international trade.21  The FBI has estimated overall losses to U.S. businesses 

from IP crime at $200 to $250 billion per year.22  

After funds are generated through illegal activities, money may be distributed or 

laundered. Like traditional organized crime groups, terrorist groups deposit illegal funds in 

various financial institutions, including offshore banking centers that are located in nations with 

few regulations and no cooperative agreements with the U.S. government. According to the 

Financial Action Task Force on Money Laundering, a multi-governmental organization 

headquartered in Paris, more than 60 nations advertise financial services as “untraceable.” The 

tiny Pacific island of Nauru alone is home to several hundred “shell banks,” which are designed 

specifically to hide money. Laws in the Seychelles Islands provide immunity to investors from 

all outside criminal charges and permit deposits of $10 million or more even if the money was 

originally obtained through acts of violence or drug trafficking. The government requires only 

that the investor not engage in illegal activities on the Seychelles chain itself.23 Other nations 

known for providing havens for illegal funds include Cook Islands, Egypt, Guatemala, 

Indonesia, Myanmar, Nigeria, the Philippines, St. Vincent and the Grenadines, and Ukraine.24  

Other methods for distributing illegal funds include concealing cash in exported goods 

and moving funds through informal banking networks like hawala.25 These less traditional 

methods of money laundering generate no reliable records of transactions and present 

jurisdictional and evidentiary problems for law enforcement. For example, the hawala system, 

which is completely unregulated, transfers money deposited with a broker in one country to a 

second broker in another country. Organized through a series of informal promises, this system 

generates no records other than occasional personal notes.26 One group associated with hawala 

allegedly used the services of a Dubai bank to transfer $1 million to the September 11 hijackers 
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through Western Union Financial Services. Western Union was subsequently fined $8 million 

for the transaction by New York bank regulators for failing to report the transaction and 

enabling money laundering.27   

Suggested remedies and solutions to curb the funding of terrorist activities include 

changes in banking guidelines, international legislation, and cooperation among nation states.  

The G8 – an informal group of eight countries: Canada, France, Germany, Italy, Japan, Russia, 

the United Kingdom and the U.S. – has recently agreed to a set of principles designed to thwart 

terrorist activities by blocking the transfer of terrorism-related assets, protecting sensitive 

information, and ensuring that each country’s legal system is mutually supportive “to achieve 

the goal of combating terrorism.”28 Cooperation since 9/11 has yielded more than 3,000 

captured al-Qaeda operatives in over 100 countries and more than $121 million in frozen 

financial assets.29  In contrast, government corruption has been identified as a continuing threat 

to anti-terrorist efforts. Corruption under General Suharto’s regime in Indonesia, for example, 

contributed to the emergence of a radical group that allegedly embezzled funds and funneled 

money to terrorist organizations. In 2000 alone, $22 billion, which represented 45% of the 

national budget, completely “disappeared.”30  

As stated earlier, experienced investigators and prosecutors interviewed by NW3C 

described a relationship between WCC and terrorism that is consistent with information found 

in the literature. By and large, it was asserted that terrorist activities are almost always 

associated with WCCs.31 Allegations in state and federal legal cases also support this assertion. 

The crimes identified in the NW3C interviews included money laundering, credit card and bank 

fraud, identification fraud (including identity theft), mail and wire fraud, insurance fraud, 

investment fraud, computer-related crime, racketeering, tax evasion, and immigration fraud. 
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Immigration fraud and identification fraud facilitate entry into the U.S. and access to jobs and 

social services. Credit card fraud, bank fraud, identity theft, insurance fraud, and investment 

fraud serve the purpose of raising, concealing, and distributing funds. Examples of these crimes 

include falsified worker’s compensation claims (such as in the Fuqra case study examined in 

this report) and fraudulent charity fund raising (such as the Benevolence International 

Foundation case, discussed in the following section). Concealing and distributing funds may 

also be accomplished through money laundering, tax evasion, mail fraud, and wire fraud. 

One of the reasons for the association between WCC and terrorism is the networked 

structure of terrorist organizations.32 Rather than being composed of field cells supported by a 

central cell, as in a hierarchical structure, terrorist organizations tend to be composed of semi-

independent cells that raise their own funds and develop their own plans with little financial or 

strategic support from other cells. Therefore, individual terrorist cells usually need to find a 

means of funding travel, training, shelter, weapons, and food while maintaining a profile that 

will not impede future plans to commit terrorist acts.33 This means is often WCC, as evidenced 

by training manuals of al Qaeda34 and al Fuqra discovered throughout the world that instruct 

members in practices of forging, counterfeiting, and other deceptive practices.  

ANALYSIS OF FEDERAL TERRORISM-RELATED CASES 

Terrorist activities and WCCs used to support terrorist activities often involve multiple 

jurisdictions, not only within the U.S. but also abroad. For this reason, violations of this kind are 

often pursued in the federal court system. This section reviews a number of terrorism-related 

cases that have been brought before federal courts in recent years. The purpose of this section is 

to identify characteristics of terrorism-related cases and provide summary information for future 

investigations and prosecutions. Drawing a sample from federal rather than state cases made it 
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possible to reach a larger sample size and increase the likelihood that characteristics of the 

sample are representative of those in other terrorism cases. An analysis of federal cases also 

provides information that may be useful to state and local investigators who work with, or plan 

to work with, federal agencies in a developing terrorist case.  

In November 2001, Attorney General Ashcroft announced that 93 criminal complaints 

had been filed against individuals suspected of terrorist activity. Most of these cases included 

charges of WCC. These cases, along with additional cases listed at the FindLaw Web site as 

“Criminal Terror Cases,” constitute a sample of 100 defendants indicted in federal court since 

September 11, 2001. From this sample, seven general categories of WCC are identified: 

identification document fraud (IDF); financial fraud (FF); credit card fraud (CCF); immigration 

fraud (IF); mail and wire fraud (MWF); tax fraud (TF), and other related violations. 

Of the 100 defendants in the cases studied, more than half were charged or indicted in 

Pennsylvania, New York, and Virginia. Specifically, 23% were charged in Pennsylvania, 21% 

in New York, and 16% in Virginia (see Table 1). The WCC offense that most (54%) of the 100 

defendants were charged with was identification document fraud (IDF), including fraud in 

connection with identification documents and information (18 USC 1028), forgery or false use 

of a passport (18 USC 1543), misuse of a passport (18 USC 1544), and fraud and misuse of 

visas, permits, and other documents (18 USC 1546) (see Table 2). Twelve of the 19 states in the 

sample brought allegations of identification fraud, with Pennsylvania bringing thirty-seven 

percent (37%) of these charges (see Table 3). Twenty-one of the 23 charges brought in 

Pennsylvania involved fraudulent driver’s licenses, specifically, Pennsylvania commercial 

driver’s licenses with a hazardous materials endorsement. More than half of the cases brought in 

Virginia involved fraud associated with driver’s licenses, identification cards, and residency 
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Table 1 
Defendants Charged with WCCs 
In Federal Case Sample 
By State 

certificates. Other cases involved fraudulent  

passports, visas, and resident alien cards. 

Sixteen percent (16%) of the 

defendants in the study sample, were 

charged with a form of financial fraud 

(FF), including bank fraud (18 USC 1344), 

money laundering (18 USC 1956), 

structuring financial transactions (31 USC 

5324), making a false statement on a credit 

application (18 USC 1014), counterfeiting 

or forging securities of the states and 

private entities (18 USC 513), operating an 

unlicensed money transmitting business 

(18 USC 1960), and racketeering (18 USC 

1962). Another sixteen percent (16%) of 

the defendants, in 10 of the 19 states, were 

charged with an immigration violation, including false representation as a U.S. citizen (18 USC 

911); false statement in matters relating to naturalization, citizenship, or alien registry (18 USC 

1015); and unlawful procurement of citizenship or naturalization (18 USC 1425). Ten percent 

(10%) of the defendants were charged with credit card fraud, and four percent (4%) were 

charged with mail or wire fraud (MWF), including mail fraud (18 USC 1341) and fraud by wire, 

radio, or television (18 USC 1343). Only one state, Virginia, brought charges of tax fraud.  

Other charges that were brought, often in conjunction with one or more other charges, included 

State Percent of 
Defendants Charged 

Pennsylvania 23% 
New York 21% 
Virginia 16% 
New Jersey 6% 
Michigan 5% 
Arizona 4% 
California 4% 
Florida 4% 
North Carolina 3% 
Illinois 2% 
Indiana 2% 
Massachusetts 2% 
Ohio 2% 
Alabama 1% 
Colorado 1% 
Delaware 1% 
Missouri 1% 
Montana 1% 
South Carolina 1% 
   All States 100% 
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aiding and abetting (18 USC 2), conspiracy  
Table 2 
Charges Filed in Federal Case Sample 
By WCC Category 

to defraud the U.S. (18 USC 371), making a 

materially false statement (18 USC 1001), 

perjury (18 USC 1621), and providing 

material support to terrorists (18 USC 

2339). Table 4 lists most of the federal 

statutes associated with WCC that were 

used to prosecute the sample cases. 

WCC Category Percent of 
Charges Filed 

Identification Document 
Fraud 54% 
Financial Fraud 16% 
Immigration Fraud 16% 
Credit Card Fraud 10% 
Mail and Wire Fraud 4% 
Tax Fraud 1% 

Table 3 
Charges Filed in Federal Case Sample 
By State 

 
State 

Identification 
Document 

Fraud 

 
Financial 

Fraud 

 
Immigration 

Fraud 

Credit 
Card 
Fraud 

Mail & 
Wire 

Fraud 

 
Tax 

Fraud 
Pennsylvania 37%      
New York 16% 16% 22% 55% 25%  
Virginia 19% 21% 22%   100% 
New Jersey 2% 21%   25%  
Michigan 6%   18%   
Arizona 6% 5% 6% 9% 25%  
California 3%  11%    
Florida 5%  6%    
North Carolina 2% 5% 6%    
Illinois 2% 11%  9% 25%  
Indiana  5% 6%    
Massachusetts  11%     
Ohio   11%    
Alabama    9%   
Colorado   6%    
Delaware 2%      
Missouri  5%     
Montana   6%    
South Carolina 2%      
  All States * 100% 100% 100% 100% 100% 100% 

* Percentages are rounded to the nearest 1 percent; therefore, the percentages shown may not equal 100%. 
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The cases that were most directly involved with funding terrorist activities were those 

with charges of credit card fraud (CCF) and financial fraud (FF). For example, in a New York 

case, three defendants were charged with fraud in connection with access devices. In this case, 

the defendants (Sarwer, Hussain, and Awan) allegedly established a shell company, which was 

represented as a computer sales company, and established accounts with credit card clearing 

houses and banks. The defendants then processed fictitious sales using valid credit card 

numbers for which the clearing houses and banks deposited funds into business checking 

accounts that had been established in the name of the shell company.35   

Another case, brought in Illinois, involved a scheme to defraud donors who contributed 

funds to a non-profit organization, Benevolence International Foundation (BIF). Specifically, 

the defendant, Enaam Arnaout, was charged with falsely representing that donations would be 

used solely for humanitarian purposes when in fact they were used to support organizations 

engaged in violence, including al Qaeda and Hezb e Islami. Arnaout was indicted in October 

2002, and sentenced to 11 years in federal prison in August 2003.36

Cases involving illegal transfers of money were brought in several states. Although 

many of the charges appear to have been supported by credible evidence, some were challenged 

vigorously or simply dropped, suggesting that at least some of the post-9/11 complaints may 

have been products of incorrect assumptions or hasty efforts to curtail terrorism.  
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Table 4 
White-collar Crime Offenses Associated with Terrorism Cases 
September 2001 through December 2003 
Type of Offense Description of Offense Statute 

Fraud in connection with identification documents  18 USC 1028 
Forgery or false use of passport 18 USC 1543 
Misuse of a passport 18 USC 1544 
Fraud and misuse of visas, permits, and other documents 18 USC 1546 

Identification 
Document 
Fraud 
  
  

Social security fraud 42 USC 408 
Bribery of public officials and witnesses 18 USC 201 
Counterfeited or forged securities of states and private 
entities 

18 USC 513 

Making false statement on a credit application 18 USC 1014 
Bank fraud 18 USC 1344 
Money laundering 18 USC 1956 
Operating unlicensed money transmitting business 18 USC 1960 
Racketeering 18 USC 1962 

Financial Fraud 
  
  
  
  
  
  

Structuring transactions to evade reporting requirements 31 USC 5324 
Mail fraud 18 USC 1341 Mail and Wire 

Fraud  Fraud by wire, radio, or television 18 USC 1343 
Credit Card Fraud Fraud in connection with access devices 18 USC 1029 

Filing materially false income tax returns 26 USC 7206 Tax Fraud 
Corrupt endeavor to impede admin. of IRS laws 26 USC 7212 
Deportable alien 8 USC 1227 
Alien failing to report address change 8 USC 1305 
Alien smuggling 8 USC 1324 
Evading immigration laws 8 USC 1325 
Falsely representing oneself as a U.S. citizen  18 USC 911 
Illegal alien in the U.S. 18 USC 922 
Making false statement regarding naturalization, 
citizenship, or alien registry 

18 USC 1015 

Immigration Fraud 

Unlawful procurement of citizenship or naturalization 18 USC 1425 
Aiding and abetting 18 USC 2 
Conspiracy to commit offense or defraud the U.S. 18 USC 371 
Making a materially false statement 18 USC 1001 
Perjury 18 USC 1621 
Providing material support to terrorists 18 USC 2339 

Other Related 
Charges 
  
  
  

Conspiracy to give or receive funds, goods, or services 
for a designated terrorist 

50 USC 595 

Note: Subchapters are not listed for purposes of simplification. 
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In New York, two Yemeni immigrants, Ali Alfatimi and Basam Nahshal, were arrested 

on October 16, 2001, for failing to file a monetary instrument report, i.e, financial fraud.37 

Nahshal was apprehended at Kennedy Airport in New York for trying to smuggle $140,763 out 

of the country to Yemen without claiming the funds. Most of the cash was stuffed in cardboard 

boxes between jars of honey. The rest of the money, over $40,000, was in the form of cash and 

checks.38  Nahshal claimed to have no knowledge of the money in the cardboard boxes and 

stated that Alfatimi had given him the boxes to transport to Yemen. Alfatimi, owner of a travel 

agency, claimed that the money was his, and he used passengers as couriers to transport money 

to Yemen.39 The arrests came four days after the government tried to freeze the assets of several 

honey businesses in Yemen because investigators claimed Osama bin Laden used honey shops 

as fronts for al-Qaeda’s weapons, drug and money smuggling operations.40 Charges against 

Nahshal and Alfatimi were abruptly dropped November 29, 2001, with no further explanation 

from authorities.41   

In Virginia, Sheik-Ali Abdirahman Isse and Abdillah Abdi were charged in June 2002 

with structuring financial transactions though a money transmitting service, i.e. money 

laundering. They allegedly “structured” more than $4 billion in funds, collecting millions of 

dollars in cash from various individuals and depositing the funds in multiple accounts at 

multiple banks in Virginia. Six million dollars, representing a portion of the fees collected for 

this service, was allegedly distributed to the al-Barakaat network in the United Arab Emirates in 

increments under $10,000 each. Isse was sentenced to 18 months in prison, and Abdi was 

sentenced to 37 months. 42  

In Massachusetts, Mohamed and Liban Hussain were also charged with illegally 

operating a money transmitting business associated with al-Barakaat. Mohamed Hussain was 
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sentenced to 18 months in prison.43 However, a series of events related to the case against Liban 

Hussain raised some questions about the U.S. government’s allegations of terrorist-related 

activities. Since Liban Hussain was a Canadian citizen, the U.S. initiated extradition 

proceedings in 2001 to bring Liban Hussain to the United States. By June 2002, the Canadian 

Justice Department halted the extradition proceedings based on a lack of evidence to support the 

claim that Hussain’s activities were related to terrorism. In addition, Liban Hussain allegedly 

received a monetary settlement from the Canadian government in response to a civil suit that 

was prepared but never filed.44  

A New York case that involved a variety of allegations implicated the owner of a flight 

school who was charged after 9/11 for attempting to obtain insurance for a damaged airplane. 

Ahmed Abdullah Elashmouny was already facing deportation to Egypt for a 1993 credit card 

conviction and a 1998 conviction for selling fraudulent visas. He had purchased two airplanes, 

received a commercial pilot’s license, and operated a flight school while facing deportation. 

Elashmouny was also accused of falsely claiming to be a U.S. citizen on an FAA application to 

renew his status as a flight instructor and illegally using credit card numbers of his flight school 

students to purchase airplane fuel.45 An FAA spokeswoman asserted that no criminal 

background checks are required for pilots unless they fly large passenger or freight planes. 

Representative Steve Isreal (D-NY) responded by saying that this case represents “a complete 

lack of common sense and a gaping hole in our system of national security” and promised to use 

it to illustrate the need for legislation on background checks, including cross references to 

criminal and immigration databases.46

Since of some of the 100 federal cases studied resulted in dropped charges, release, and 

deportation proceedings, there is reason to believe that some of the post-9/11 terrorism-related 
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cases did not involve illegal activity or were not supported by credible evidence. (See Appendix 

A for a complete listing of the cases.) Given the political and emotional environment 

immediately following 9/11, it would be surprising to find otherwise. On the other hand, a 

number of the cases brought in federal courts presented substantial, credible evidence of 

terrorist-related activities associated with a number of crimes. Descriptions of activities 

contained in the complaints, indictments, and other court documents associated with these cases 

provide information about techniques for raising and distributing funds and methods of 

investigation that may be useful to law enforcement and prosecutors. This information, along 

with the details of the Fuqra case study in the following sections, creates a set of scenarios that 

are familiar to those who deal with terrorism cases on a regular basis. That said, case studies 

should not be the basis for generalizations. The value of case studies is the identification of 

characteristics in one situation that may contribute to an understanding of other cases.  

FUQRA CASE STUDY: THE PROCESS 

 In the mid-1990’s the Colorado Attorney General’s Office, successfully prosecuted 

members of a fundamentalist Islamic sect known as Jamaat Ul Fuqra (Fuqra). In addition to 

being accused of acts of domestic terrorism, Fuqra members were charged with various WCCs, 

including committing insurance fraud in a worker’s compensation scheme that spanned a period 

of more than seven years. As one investigator phrased it, the “backbone” of the cases was the 

WCC aspect.47  

In June 2004, NW3C researchers interviewed investigators and prosecutors who were 

involved in developing criminal cases against Fuqra members. In addition, NW3C was granted 

access to documents that were developed by investigators and prosecutors, copies of documents 

that were recovered in the course of the investigations, and a variety of photographs and 
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illustrations associated with the Fuqra cases. The following case study is a product of analysis 

of these various materials and is designed not only to provide information about one of the most 

elusive terrorist groups resident in the U.S., but also to provide a template for anti- and counter-

terrorism strategies for law enforcement and prosecutors who have limited resources to address 

non-traditional criminal activity. Included in the case study is background information on the 

Fuqra group and a series of five modules examining organization and activity, investigation 

techniques, insurance fraud, money laundering, and legal strategies. Lessons learned, as 

described in interviews with investigators and prosecutors who were involved in the Colorado 

Fuqra cases, are presented in a sixth module. This final module describes challenges and 

successes of the Colorado cases and provides recommendations for investigation techniques and 

agency practices. All of these modules include detailed information from interviews and 

documents used in the Colorado investigation and prosecution of Fuqra members. 

Background of Fuqra 

 The Fuqra group was first organized in Pakistan by Sheikh Mubarik Ali Jilani Hasmi 

(Jilani), who also established a United States Fuqra organization in 1980. The followers of Jilani 

reportedly believe that their leader can perform miracles and exhibit unquestioning respect and 

obedience. Most, though not all, of the members of Fuqra are African-American, U.S. citizens 

who have adopted extremist beliefs and live in communal environments, or “Jamaats.” It is 

believed that over thirty-five (35) Jamaats have existed in the U.S. since 1980, in addition to 

more than a dozen “covert training compounds” in Colorado, Texas, New York, Georgia, North 

Carolina, South Carolina, Pennsylvania, Michigan, California, Oregon, Washington, Maryland, 

Alabama, Oklahoma, Virginia, and Tennessee (see Map of Selected Fuqra Activities). In 1991, 

Canadian authorities also discovered a 232-acre compound in Ontario that housed at least 
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sixteen Fuqra members.  

 Reportedly, the group has openly supported 

Muslim Kashmiri separatists against the Indian 

government and has indirectly been involved in the 

Sihhalese conflict in Sri Lanka. Over the past few 

decades, it is believed that the U.S. Fuqra has been 

preparing for and engaging in a holy war (Jihad) against 

individuals and groups they perceive to be their enemy. 

These enemies include Israel, the Nation of Islam, Hindus, 

Ansar Muslims, East Indians, Jews, the Jewish Defense 

League, Hare Krishnas, Buddists, and the U.S. 

government. Since the formation of Fuqra in the U.S.,  

it is suspected that Fuqra members and associates have  

been involved in at least thirteen murders and sixteen  

bombings. (See Appendix B for a partial listing.) 

The first investigation of Fuqra was initiated by the FB

and double firebombing in Detroit, Michigan, directed at the 

Various investigations were conducted – at federal and state l

August 1989, the discovery of a storage locker by the Colorad

marked the beginning of a second stage of investigation, whic

worker’s compensation and is the central component of this r

To accomplish this scheme, Fuqra members created aliases an

used to facilitate the planning and implementation of WCCs a
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and 6). For example, the security company Professional Security International (PSI), which has 

been associated with a number of Fuqra members, is thought to be a key facilitator of money 

laundering and transfers, as well as an information source for planned terrorist activities. By 

maintaining a company such as PSI, Fuqra members have been able to establish the appearance 

of legitimacy and negotiate security contracts with federal government centers and international 

airports that house sensitive information. According to Colorado law enforcement, PSI and 

similar security businesses frequently exist wherever Fuqra members are active.48   

 
Table 5 
Organizations Associated with Fuqra 1980 - Present 

Organization Description 

Professional Security International (PSI) headquartered in Colorado and headed by 
Fuqra member, James D. Williams 

786 Security Firm, aka 786 Security 
Company 

headquartered in New York and operated 
by Fuqra member Husain M. Abdallah, aka 
Eugene Clarence Spencer 

Dagger Investigative Services associated with 786 Security Firm and 
located in New York 

Watchdog Securities associated with 786 Security Firm and 
located in New York 

Mills Security associated with 786 Security Firm and 
located in New York 

CCC Carpentry operated by Fuqra member, Chris Childs 
RDW Construction operated by Fuqra member, James Upshur 
Ray and Ken, subcontracting company operated by Fuqra member, James Upshur 
McClane’s Carpenter & Home Builders operated by Fuqra member, James D. 

Williams 
CML Construction associated with various Fuqra members 
R & D Carpenters associated with various Fuqra members  
Muslims of America founded by Sheikh Jilani 
Quaranic Open University founded by Sheikh Jilani 

Source: Documents collected in the Colorado Fuqra case. 
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Table 6 
Fuqra Names, Aliases, and Associations 

Fuqra Member Aliases Fuqra Role 
Sheikh Mubarik 
Ali Jilani Hasmi 

▪ Jilani 
▪ Sheikh Mubarik Shah 
Jilani 
▪ “Abu” Mubarik Shah 
▪ Masood Ahmad 
▪ Sixth Sultan Ul Faqr 

▪ founder, U.S. al-Fuqra (1980) 
▪ founder, Muslims of the Americas  
▪ founder, Quaranic Open Univ.  
▪ founder, The Islamic Chronicle 

James Donald 
Williams 

▪ James D. Williams 
▪ Samuel McClane 
▪ Naib Muhammad Abdus 
Shakur 
▪ Colonel Shakur 
▪ Colonel Shakur A. 
Quddud 

▪ leader, Sector 5 of Muhammad 
Commandos (Colorado “Jamaat”)  
▪ president, Professional Security 
International (PSI), CO  
▪ owner, McClane’s Carpenter & Home 
Builders 
▪ purchased Buena Vista compound 
▪ 1984 bombing, Hare Krishna Temple, 
Denver 
▪ 1990 murder of Imam Rashad Abdel 
Khalifa, Tucson, AZ 

James Lincoln 
Upshur, Jr. 

▪ James L. Upshur, Jr. 
▪ Raymond D. Williams 
▪ Ali Abdul Aziz 

▪ vice president, Professional Security 
International (PSI), CO   
▪ operated RDW Construction 
▪ operated sub-contracting business,  
“Ray & Ken” 

Vincent Rafael 
Pierre 

▪ Rajab Abdur Rahim 
▪ Rafael Upshur 

▪ supervisor, Professional Security 
International (PSI), CO   

Chris Childs ▪ Amin Abdul Rashid 
▪ Kenneth Green 
▪ Chris Johnson 

▪ owner, CCC Carpentry 
 

Edward Ivan 
McGhee 

▪ Salahudee Mujahideen 
▪ Daryl Woods 
▪ Vincente Rafael Pierre 

 

Edward Nicholas 
Laurent Flinton 

▪ Edward Soloman Katz 
▪ William Alfred Lemay 
▪ Idris Abdul Musawwir 
▪ Edward Lindsey 

▪ U.S. Fuqra “mastermind” who allegedly 
developed assassination and bombing 
plans 
▪ 1983 hotel bombing attempt, Portland, 
OR 
▪ 1984 bombing, Hare Krishna Temple, 
Denver 
▪ 1990 murder of Imam Rashad Abdel 
Khalifa, Tucson, AZ 

Source: Documents collected in the Colorado Fuqra case. 
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Module One: Orga  
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the group’s cause. 

3. Typically the assets of individual members are represented only by “the clothes 

on their back” and the “money in their pocket.”  

4. Members rarely have criminal convictions (only civil offenses, if any violation). 

5. Members make a concerted effort to “stay off the radar” and maintain the 

appearance of an average, law-abiding citizen. 

6. One member often controls the group and keeps the organization together by 

establishing a certain lifestyle that fits the norms of the environment. 

7. The group, or a certain member of the group, creates and maintains records, 

which are often detailed and sometimes coded, documenting activities and long-

range plans. (Note: These records can serve as good evidence for prosecuting 

WCC violations, as well as terrorist-related charges.) 

Investigators and prosecutors interviewed all agreed that terrorist activity frequently 

involves some form of WCC, in part because WCCs allow group members to maintain a 

significantly lower profile than if they raised funds through crimes such as illegal drug sales. It 

is apparently rare for terrorist activities, including group-organized bombings and murder, to be 

funded by a parent organization or outside group. Group members must raise money needed to 

carry out activities and demonstrate their commitment to the group cause. In addition to raising 

money for weapons and travel, group members raise money for food, clothing, and housing, and 

often send a portion of the money to their “home country” (such as Pakistan, in the case of 

Fuqra). Members of the Fuqra group have raised money by taking advantage of a variety of 

social services programs, including worker’s compensation, public health care, welfare, and 

food stamps programs. Other crimes committed by Fuqra members include the creation and use 
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of false identification cards, birth certificates, and other forged documents (see Appendix C). A 

graphical representation of Fuqra’s organization and activity shown in Chart 1 illustrates the 

integral nature of WCC within the structure and processes of the Fuqra group. 

Chart 1 
Fuqra Organizational Structure and Activity 
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Source: “Four Faces of Fuqra,” Colorado investigative notes for the Fuqra case. 

 
Module Two: Investigation of Properties 

 

 

 
Part A: Vehicle Search, 1985 

 The following events occurred in 1985, after a killing and firebombing in Detroit (1983) 

and a bombing in Seattle (1984) believed to be associated with Fuqra members.50

1. It was determined that Fuqra members had been in contact with the occupants of a 

residence in Englewood, Colorado, so investigators conducted surveillance of the 

residence over a period of time. 

2. A vehicle was stopped shortly after it was observed leaving the residence. The driver 

was identified as Stephen Paul Paster, a suspect in bombings that occurred in 1983 

and 1984. 

3. A police sergeant with Englewood Police Department observed “what appeared to 

be a homemade weapon, in plain view, placed along the driver’s side door in the 

car.”51 

4. The Arapahoe County Bomb Squad and Bureau of Alcohol, Tobacco and Firearms 

(ATF) were called to the scene to search the vehicle for illegal weapons and 

explosives (based on the known and suspected history of the driver). 

5. The device observed in the car was a handmade weapon consisting of an 8 inch 

piece of pipe held by a wooden stock grip. The firing mechanism consisted of two 

springs attached to one end. The device also had two metal straps and a glue-like 

substance on one side.  

6. An ATF agent stated that the device was capable of firing one shotgun shell. 
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7. A shopping list for the following items was also found in the vehicle: 

a. C. B. mobile antenna 

b. Auto cigarette lighter plug 

c. C. C. microphone plug 

d. Project case 

e. Toy radio controlled car or walkie-talkie 

f. Electronic parts 

8. An agent from ATF stated that these items could be used to construct a radio 

controlled explosive device. 

See Module Six, Part B for investigation techniques recommended by Colorado law 

enforcement for noticing, identifying, and securing evidence that indicates possible terrorist 

activity.  

Part B: Storage Locker Search, 1989 

In August 1989, a detective from the Colorado Springs Police Department (CSPD) 

identified a storage locker at Astrozon Self Storage in Colorado Springs that he believed to be 

associated with a series of burglaries in the area.52 The manager of the facility indicated that the 

locker was apparently abandoned and that it had been secured by management pending payment 

of past due rent. 

1. The following are the steps taken in the initial stages of the investigation: 

a. On August 29, after consulting with the District Attorney’s Office, the CSPD 

detective entered the locker with the storage locker manager to determine if any 

of the stolen property under investigation was in the locker. 
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b. The detective found none of the stolen property, but found numerous documents 

relating to alarm systems and weapons inventories and noticed that some of the 

documents appeared to be in Arabic. 

c. The detective contacted a detective of the CSPD Intelligence Unit, who 

accompanied him to the locker on August 31. 

d. Documents identified on the second visit included maps with overlays depicting 

locations and routes of major electric, gas, and telephone lines throughout 

Colorado. 

e. A “targeting packet” with photographs and a detailed description of a planned 

bomb attack against a Hare Krishna Temple in Denver were found. (Chart 2 

outlines an analysis of this packet that identified similarities with an actual 

bombing that occurred five years earlier and caused $150,000 in damages.)   

f. Items believed to be bomb making components were also identified, including 

electric wiring and timers. 

g. On September 14, the original 

CSPD detective obtained a search 

warrant to thoroughly search the 

contents of the storage locker. 

h. On September 14, both detectives 

(from the second visit) searched the 

storage locker with members of the  

      Bomb Unit and K-9 Unit, along with  
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      Colorado Department of Revenue, Liquor and Tobacco Enforcement Unit. 

2. The following items were found in the storage locker: 

a. 30 pounds of explosives 

b. three large pipe bombs (completely wired and ready to detonate) 

c. 2 shape charges  

d. bomb-making instructions 

e. 10 handguns (some with obliterated serial numbers) 

f. silencers (in various stages of manufacture) 

g. a number of improvised explosive devices (IEDs), including CO2 canisters 

configured into explosive devices 

h. numerous “Talibeen Fuqra Jamaat” membership applications 

i. instructional materials detailing methods of guerilla warfare, bombings, sniping, 

target selection, and surveillance 

j. documents indicating potential “targets” in the 

Los Angeles, Tucson, and Denver areas 

(including photographs, maps, and notes)  

k. an envelope containing several newspaper 

clippings of a triple homicide of three East 

Indians in Washington State  

l. military training manuals  

m. a business card of Professional Security 

International (PSI) showing James D. Williams 

as president and director 
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n. documents with details of dates and activities that indicated that Fuqra members 

“knowingly and with malice aforethought conspired to commit”53 the crimes of 

worker’s compensation fraud 

o. other evidence of fraudulent activity, including 54 blank, embossed birth 

certificates from North Carolina and Louisiana  

3. An inventory list of 279 items was completed. 

4. A search warrant for the escrow account of James D. Williams was executed. Evidence 

gathered through this search warrant revealed the connection between fraudulent 

worker’s compensation claims and the purchase of the property known as the Trout 

Creek Pass compound (see Modules Two and Four). 

5. One of the packets of documents discovered in the storage locker contained a detailed 

description of the methods that should be used to murder an occupant of a Muslim 

mosque in Tucson, Arizona. The following is an excerpt from a Colorado agency 

memorandum that describes efforts that investigators took to determine the facts that 

might be associated with this finding. 

Colorado Springs police investigators checked with Tucson, Arizona police 
department and found that no attack on the mosque or any of its members had at 
that point taken place. Tucson police did visit the mosque and interview the 
Imman (the leader of the Tucson congregation), a man by the name of Rashad 
Khalifa. Mr. Khalifa acknowledged that he had written several documents 
concerning the Koran, and that the views he expressed in these articles were not 
very popular with many other Muslims. Mr. Khalifa said that as a result of his 
research and publication, he felt that he had enemies from Saudi Arabia to 
Arizona, but that he had never heard of an organization called Fuqra. He did say 
that he had received threatening telephone calls “from Colorado.” Approximately 
two weeks after his interview by the Tucson police, Mr. Khalifa was murdered at 
the mosque by an as yet unidentified intruder who stabbed him to death. The use 
of a knife to accomplish the murder was one of the methods discussed in the 
targeting package found in Colorado Springs.54   
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6. Following the discovery of the storage locker, investigators contacted and obtained 

information and investigative support from numerous agencies and individuals. Tables 7 

and 8 illustrate the extent of cooperation that was needed to develop the early elements 

of the Colorado Fuqra case.55  

 
Table 7 
Investigation of the Murder of Imam Rashad Abdel Khalifa in Tucson, Arizona 
Organization Individual(s) Comments 
Colorado Springs Police Department Sergeant 

Detectives 
 

El Paso County District Attorney’s Office   
Astrozon Self-Storage Locker  Facility manager  
Tucson Police Department Detective 

Homicide detective 
 

Apartment complex Owner Rented by Benjamin 
Phillips (Fuqra member) 

Tucson Shopper Employee Employed Benjamin 
Phillips (Fuqra member) 

Tucson Electric Power Company  Provided utilities for 
Benjamin Phillips 
(Fuqra member) 

Portland Police Department Detective Regarding the 1983 
Portland hotel bombing 

Federal Bureau of Investigation (FBI) Special agent, AR 
Special agent, TX 
Lab agent 

 

Buckley Powder Company Business manager Regarding explosives 
Explosives expert  Regarding explosives 
W. H. Zeller Enterprise  Regarding explosives 
Holbrook Police Department Sergeant  
Hotel in Holbrook, Arizona   
Los Angeles Police Department, 
Intelligence Division 

  

Source: Colorado Fuqra case documents. 
 
 
 
 
 

 
This document is a research report submitted to the U.S. Department of Justice. This report has not 
been published by the Department. Opinions or points of view expressed are those of the author(s) 

and do not necessarily reflect the official position or policies of the U.S. Department of Justice.



White-collar Crime and Terrorism       32 

 

Chart 2 
Analysis of Denver Hare Krishna Temple Targeting Packet Found in the 1989 Storage 
Locker Search 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

TARGETING PACKET CONTENTS 
 

 Accelerants and 
explosive devices 

Denver street map 
published in 1983 
with the corner of 
14th & Cherry 
pinpointed and 
circled (contained 
James D. Williams’ 
finger print) 

27 photographs of 
Denver Hare 
Krishna Temple 
and its members 

Hand drawn map 
and directions to 
and from the Hare 
Krishna Temple 
(written by Edward 
Flinton) 

Small white 
envelope with 
names and 
addresses of 
Hare Krishna 
members 
(written by 
James D. 
Williams) 

Photographs of 
accelerants 
and explosive 
devices from 
firebombing 
scene on 
August 1, 1984 

Denver Police 
Department 
Lab analysis of 
accelerants 
and explosive 
devices 
retrieved from 
firebombing 
scene  

Investigative 
findings from 
the 1984 
firebombing 
that two bombs 
were thrown 
into the altar 
room of the 
temple after a 
brick was used 
to break the 
window 

ACTUAL 
FIREBOMBING 

Source: “Denver Hare Krish

 
This document i
been published 

and do not ne
Expert opinion: 
 
Temple 
firebombing 
accelerants and 
explosive 
devices were 
SIGNIFICANTLY 
SIMILAR to 
storage locker 
accelerants and 
explosive 
d i
Surveillance 
information 
sheet and floor 
plan of temple 
(written by Curtis 
Baylor) 

Targeting list of individuals 
and addresses in Denver, 
Phoenix, and Tucson, incl. 
Denver temple (written by 
James D. Williams) 

Three plan versions 
for firebombing Hare 
Krishna Temple 
(written by Curtis 
Baylor)  

Expert opinions: Handwriting of James D. Williams, 
Edward Flinton, and Curtis Baylor were identified 

Matching 
scenario 

na Temple Targeting Packet,” Colorado investigative notes for the Fuqra case. 
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Part C: Trout Creek Pass Compound Search 

An interview with county sheriff personnel (by CSPD) revealed that various individuals 

had been observed on the Trout Creek Pass compound near Buena Vista, Colorado, conducting 

martial arts training, engaging in hand-to-hand combat, and practicing the shooting of assorted 

firearms and weaponry. The search of the Trout Creek Pass compound began at sunrise on 

October 8, 1992. Safe houses in the Colorado Springs area and in Williamsport, Pennsylvania 

were searched simultaneously. These searches involved more than 60 law enforcement officers, 

including individuals from the Colorado Office of the Attorney General, Colorado Department 

of Labor and Employment, U.S. Postal Inspection Service, Colorado Highway Patrol, Colorado 

Springs Police Department, Colorado Division of Minerals and Geology (mine inspection), 

Jefferson County Sheriff’s Office (Colorado) SWAT, Arapahoe County (Colorado) Sheriff 

Bomb Squad, Chaffee County (Colorado) 

Sheriff’s Office, Park County (Colorado) 

Sheriff’s Office, Fremont County 

(Colorado) Sheriff’s Office, Royal 

Canadian Mounted Police, Metropolitan 

Toronto Police Department, and 

Lycoming County (Pennsylvania) District 

Attorney’s Office. The Trout Creek Pass 

compound contained numerous mine  

shafts, one of which contained assault  

weapons, 40,000 rounds of ammunition, and
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and children. (See Module Six for challenges that were associated with this search).  

One of the investigators recalled carrying a 3-year-old boy down a steep mountain to a 

trailer that was being used to contain the occupants of the compound during the search. As the 

investigator was putting the child down, a resident woman warned the child, “Don’t look at 

them; they’re the devil!” Although the child had shown no fear or discomfort around the 

investigator up to that point, he and the 

other children quickly responded by 

moving away from the investigator and 

looking at him with distrust. The 

investigator noted that all of the children 

in the compound were home-schooled 

and received early training to prepare 

them for terrorist activity in later years. 

The current whereabouts of these children,   

now young adults, is unknown.56

 Items seized in the Trout Creek Pass comp

activities and aided the investigation and prosecut

the case against James D. Williams involved the u

worker’s compensation claims) to purchase the Tr
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